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Abstract

This paper presents a capability-based security model for friscOS and Lateralus, providing
fine-grained access control through unforgeable tokens. We cover the theoretical foundation, kernel
implementation, type system integration, design patterns, formal verification, and performance
characteristics of the capability system.

1  Introduction

Capability-based security provides fine-grained access control by representing permissions as

unforgeable tokens. This paper presents the capability security model implemented in friscOS and

Lateralus, covering the theoretical foundation, system architecture, kernel enforcement, user-space

API, and integration with the ownership type system.

Traditional access control lists (ACLs) associate permissions with subjects (users, processes).

Capabilities invert this model: permissions are associated with objects and held by subjects as

tokens. A subject can access an object only if it holds the corresponding capability.

The capability model aligns naturally with the principle of least privilege. Each process receives only

the capabilities it needs, reducing the damage from compromised processes. Capability attenuation

(creating restricted sub-capabilities) enables progressive privilege reduction.

2  Capability Theory

A capability is a pair (object_id, permissions) that grants the holder specific access rights to a specific

object. Capabilities are unforgeable: they cannot be created from scratch, only derived from existing

capabilities through authorized operations.

The principle of intentional use requires that a capability must be explicitly presented to exercise a

right. Unlike ambient authority (where all processes implicitly have certain rights), capability systems

make all authority explicit and auditable.

Capability attenuation derives a new capability with a subset of the original's permissions. If cap_a

grants read-write access, attenuating cap_a produces cap_b with read-only access. Attenuation is

irreversible: cap_b cannot regain write permission.

The confinement property ensures that a process cannot leak capabilities beyond its designated

communication channels. Confinement prevents capability theft through covert channels. Formal

confinement requires control over all output channels of the confined process.

Capability revocation invalidates a previously granted capability. Revocation is implemented through

indirection: capabilities point to an intermediate table entry that can be cleared. Revoking the table
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entry invalidates all derived capabilities.

  // Capability type definition

  struct Capability {

      object_id: u64,

      permissions: PermissionSet,

      generation: u32,  // for revocation

  }

  

  #[derive(Clone, Copy)]

  struct PermissionSet {

      read: bool,

      write: bool,

      execute: bool,

      grant: bool,    // can delegate to others

      attenuate: bool, // can create sub-caps

  }

  

  impl Capability {

      fn attenuate(&self, mask: PermissionSet) -> Option<Capability> {

          if !self.permissions.attenuate { return None; }

          Some(Capability {

              object_id: self.object_id,

              permissions: self.permissions.intersect(mask),

              generation: self.generation,

          })

      }

  }

3  Kernel Capability Implementation

The kernel maintains a capability table for each process. The table maps capability handles (small

integers) to capability descriptors. System calls reference capabilities by handle, and the kernel

validates permissions before performing the requested operation.

Capability creation is restricted to the kernel and privileged system services. The kernel creates initial

capabilities during process creation, granting access to the process's address space, file descriptors,

and communication channels.

Capability transfer between processes uses IPC messages. A process includes capability handles in

its IPC message, and the kernel copies the capability descriptors to the receiver's capability table,

assigning new handles. Transfer respects the grant permission.

Capability storage in the kernel uses a per-process hash table indexed by handle. Handle allocation

uses a monotonically increasing counter to prevent handle reuse attacks. Stale handles return an

error rather than accessing unrelated objects.

The capability table is protected from user-space access. Processes cannot read or modify capability
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descriptors directly. All capability operations go through system calls that validate the operation and

enforce permission checks.

4  Object Types

Memory capabilities grant access to specific address ranges with specified permissions (read, write,

execute). Page-level capabilities control virtual memory mapping. Fine-grained capabilities can

restrict access to individual data structures within a page.

File capabilities grant access to files with specified operations (read, write, append, truncate, delete).

File capabilities replace traditional file descriptors, providing more precise access control than the

read-write-execute model.

Network capabilities grant access to network sockets with specified operations (connect, listen, send,

receive) and address restrictions (specific addresses, port ranges, protocols). Network capabilities

prevent unauthorized network access.

Process capabilities grant control over other processes (signal, suspend, resume, terminate). Parent

processes hold capabilities over their children. Capability attenuation allows granting limited control

to monitoring services.

Device capabilities grant access to hardware devices (I/O ports, memory-mapped registers, DMA

channels). Device capabilities are created by the device manager and granted to device drivers.

User-space drivers use device capabilities for direct hardware access.

5  Type System Integration

Lateralus encodes capabilities in the type system using generic wrapper types. Cap<T, P> wraps a

value of type T with permission set P. The type system ensures that operations on the wrapped value

are consistent with the granted permissions.

Read-only capabilities use Cap<T, ReadOnly>. The wrapped value can be read but not modified.

Attempting to mutate through a read-only capability produces a compile-time error. The type system

prevents bypassing the permission through aliasing.

Capability-safe closures cannot capture ambient authority. A closure marked with the #[cap_safe]

attribute can only access values that are explicitly passed as arguments. The compiler verifies that

no global state is captured.

Capability generics allow functions to be parameterized over permission sets. A function with

signature fn process<P: HasRead>(data: Cap<Buffer, P>) works with any capability that includes

read permission. The constraint is checked at compile time.

6  Capability Patterns
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The object-capability pattern wraps each object with a capability interface. Methods on the object

check the caller's capability before performing the operation. The interface prevents direct access to

the object's fields.

The membrane pattern wraps an entire subsystem with a capability boundary. All objects crossing

the boundary are wrapped with attenuated capabilities. The membrane enforces a uniform security

policy on the subsystem interface.

The powerbox pattern provides a user-interface for granting capabilities. When an application needs

a resource, it requests it through the powerbox, which prompts the user for approval. Approved

requests produce attenuated capabilities.

The caretaker pattern wraps a capability with a revocable forwarder. The caretaker can revoke the

forwarded capability at any time. This pattern enables time-limited and condition-based capability

grants.

7  Security Analysis

Capability confinement analysis verifies that processes cannot leak capabilities. The analysis traces

capability flow through the process graph, checking that capabilities only flow through authorized

channels.

Authority analysis determines the maximum authority of each process. The analysis computes the

transitive closure of capability delegation, accounting for attenuation. The resulting authority map

shows each process's actual privilege.

Confused deputy prevention is a key advantage of capability systems. The confused deputy attack

occurs when a privileged process is tricked into misusing its authority. Capabilities prevent this

because the authority is carried by the request, not the process.

TOCTOU prevention: capability systems eliminate time-of-check-to-time-of-use races because the

check and use are atomic. The kernel validates the capability and performs the operation in a single

system call.

8  Performance

Capability check overhead is measured by comparing system call latency with and without capability

validation. The additional overhead is 12 nanoseconds per system call, representing a 3% increase

over non-capability system calls.

Capability table memory usage averages 256 bytes per process for typical workloads (32 capabilities

per process, 8 bytes per entry). Processes with many open files or network connections use

proportionally more memory.

IPC capability transfer adds 45 nanoseconds per transferred capability to the base IPC latency.

Transferring multiple capabilities in a single message amortizes the per-message overhead.
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9  Conclusion

Capability-based security in friscOS provides fine-grained, composable access control that integrates

with the Lateralus type system. The capability model enforces least privilege by construction, and the

type system prevents capability misuse at compile time.

2.1  Formal Capability Model

The formal model defines a capability as a triple (o, p, g) where o is the object identifier, p is the

permission set, and g is the generation number. The generation number enables efficient revocation

without scanning all capability tables.

The permission lattice orders permission sets by subset inclusion. Attenuation moves down the

lattice (reducing permissions). The bottom element is the empty permission set (no access). The top

element is the full permission set.

Capability derivation rules formalize which capabilities can be created from which. The derive rule

states: if cap(o, p, g) is held and p includes attenuate, then cap(o, p', g) can be created for any p' that

is a subset of p.

The delegation rule states: if cap(o, p, g) is held and p includes grant, then the capability can be sent

to another process. The receiver obtains a copy of the capability in its own capability table.

The revocation rule states: incrementing the generation number for object o invalidates all

capabilities with the old generation. The revocation table maps object identifiers to current generation

numbers.

Safety properties are proved by induction on the derivation rules. No process can obtain a capability

that was not derivable from the initial capability distribution. This property is called the safety

theorem.

The authority confinement lemma states: if a process holds no capability with the grant permission, it

cannot increase any other process's authority. Confinement follows from the delegation rule's

prerequisite.

Monotonicity of attenuation means that derived capabilities never have more permissions than their

parent. This property follows from the subset requirement in the derivation rule.

The capability state machine formalizes the system's evolution as a sequence of derivation and

revocation events. Each state is a mapping from processes to capability sets. Transitions are

governed by the derivation rules.

Information flow analysis using the capability model determines what information a process can

access. The analysis computes the set of objects reachable through the process's capabilities and

their transitive delegations.

3.1  Capability Table Optimization
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Capability table lookup uses a direct-mapped array for handles below 64, with overflow to a hash

table for larger handle values. The direct-mapped region covers the most frequently used capabilities

with O(1) lookup.

Handle recycling uses a free list of returned handles. Recycled handles are tagged with a generation

counter to prevent use-after-revoke attacks. A handle with a stale generation produces an error.

Capability caching places frequently checked capabilities in a per-Hart cache. The cache is

invalidated on capability revocation. Cache hits avoid the capability table lookup entirely, reducing

the overhead to a single comparison.

Batch capability operations process multiple capabilities in a single system call. Batch creation, batch

revocation, and batch transfer reduce the per-capability system call overhead for operations on many

capabilities.

Capability table compaction removes revoked entries and rebuilds the hash table. Compaction runs

during idle periods and takes approximately 10 microseconds for a table with 1000 entries.

Permission encoding uses a bitmask for common permissions (read, write, execute, grant, attenuate)

and an extensible field for domain-specific permissions. The bitmask encoding enables

single-instruction permission checks.

Capability table persistence saves the capability state to non-volatile storage for process

checkpointing. The serialized table includes object identifiers, permissions, and generation numbers.

Restoration recreates the capability table from the serialized state.

Capability table statistics track the number of lookups, hits, misses, creations, revocations, and

transfers per process. Statistics are used for performance tuning and security auditing.

Sparse capability tables use a two-level indexing scheme for processes with many capabilities. The

first level is a small array of pointers to second-level arrays. This scheme reduces memory usage for

processes with sparse handle ranges.

Capability table isolation prevents one process from accessing another's capability table. The kernel

maps each process's capability table in its own address space. Table pointers are validated against

the current process on every access.

4.1  Capability-Based File System

The capability file system replaces traditional path-based access with capability-based access. Each

file and directory is accessed through a capability, and path traversal requires capabilities for each

directory in the path.

Directory capabilities grant the ability to list entries, create entries, or open entries. A directory

capability without create permission prevents the holder from creating new files, even if they can read

existing ones.

File creation produces a new capability with full permissions. The creator can attenuate the capability

Page 6



Capability-Based Security in friscOS and Lateralus

before sharing it. A file created with a read-only directory capability is an error because creation

requires create permission.

Hard link creation requires capabilities for both the source file and the target directory. The kernel

verifies that both capabilities are valid and that the permissions include link permission for the file and

create permission for the directory.

Capability-based path resolution walks the directory tree one component at a time. Each component

lookup uses the current directory capability. The final component produces the file capability. Path

resolution never uses ambient authority.

Temporary file capabilities are created with an expiration time. The kernel automatically revokes

expired capabilities during periodic garbage collection. Temporary capabilities are used for

session-based access.

File capability delegation through IPC allows a process to share file access with another process.

The sender attenuates the capability before sending, ensuring that the receiver has only the

necessary permissions.

Capability-based rename requires write capabilities on both the source and destination directories.

The kernel performs the rename atomically, updating both directories in a single transaction.

Quota enforcement uses capabilities to limit resource consumption. A quota capability specifies the

maximum storage available. File creation and extension check the quota capability and fail if the limit

would be exceeded.

Audit logging records every capability operation: creation, delegation, attenuation, revocation, and

use. The audit log provides a complete history of access decisions for security analysis and

compliance.

5.1  Capability Type Safety Proofs

The type safety theorem states: a well-typed Lateralus program never performs an operation that

violates its capabilities. The proof proceeds by progress and preservation on the typing rules.

Progress: a well-typed expression is either a value or can take a step. For capability expressions, this

means that a capability check either succeeds (producing a value) or fails (producing an error). The

program never gets stuck.

Preservation: if a well-typed expression takes a step, the resulting expression is also well-typed. For

capability operations, this means that attenuation produces a capability with a valid (subset)

permission set.

The capability soundness lemma states: if Cap<T, P> is well-typed and P does not include write

permission, then no well-typed evaluation sequence can modify the value of type T through this

capability.

Linear capability types ensure that certain capabilities are used exactly once. A linear capability is
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consumed by its use and cannot be duplicated. Linear capabilities model one-time-use tokens.

Affine capability types ensure that capabilities are used at most once. An affine capability may be

dropped (unused) but not duplicated. Affine capabilities model resources that may or may not be

used.

Substructural capability types combine linearity and affinity with the permission system. The type

system tracks both the structural properties (linear, affine, unrestricted) and the permissions of each

capability.

Type-level permission computation uses type-level functions to compute permission sets. The

intersection of two permission sets is computed at the type level, enabling generic functions that work

with any compatible permission combination.

Capability polymorphism allows library code to be generic over permission sets. The library function

specifies the minimum permissions required, and the caller provides capabilities with at least those

permissions.

The erasure theorem states: capability type annotations can be erased at runtime because all

permission checks are resolved at compile time. The generated code contains no runtime capability

type checks.

6.1  Capability Design Patterns

The facet pattern creates multiple views of an object with different capabilities. A database

connection facet might grant read-only query access, while another facet grants full administrative

access. Each facet is a separate capability.

The sealer/unsealer pattern creates paired capabilities for creating and opening sealed values. A

sealer wraps a value in an opaque container. Only the corresponding unsealer can extract the value.

This pattern implements secure channels.

The grant matcher pattern verifies that a capability was issued by a specific authority. The matcher

checks the capability's provenance without revealing the authority's private state. This pattern

enables secure capability verification.

The escrow pattern uses a trusted third party to mediate capability exchange. The escrow agent

holds capabilities from both parties and releases them only when both parties have fulfilled their

obligations.

The audit capability pattern wraps a capability with logging. Every operation through the audit

capability is logged with the caller's identity, timestamp, and operation details. The wrapped

capability is transparent to the caller.

The timeout capability pattern wraps a capability with an expiration time. Operations after the

expiration produce an error. The timeout is enforced by the wrapper, not by the kernel, enabling

application-level timeout policies.
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The rate-limiting capability pattern wraps a capability with a rate limiter. Operations exceeding the

rate limit are queued or rejected. Rate limiting prevents denial-of-service attacks through excessive

capability use.

The composition capability pattern combines multiple capabilities into a single composite capability.

The composite capability delegates to the appropriate sub-capability based on the requested

operation.

The proxy capability pattern forwards operations through a network boundary. The proxy serializes

capability operations and sends them to a remote capability server. The remote server performs the

operation and returns the result.

The vat pattern groups related objects and capabilities into an event-loop-based container. Objects

within a vat communicate synchronously. Objects in different vats communicate through

asynchronous capability messages.

7.1  Threat Modeling

The threat model assumes that user-space code may be malicious or compromised. The kernel is

trusted but minimized. Hardware is trusted but may have side-channel vulnerabilities. The capability

system protects against logical access control violations.

Capability forgery attacks attempt to create valid capabilities without authorization. The defense is

the unforgeable capability representation: capabilities exist only in kernel-managed tables, and

user-space code cannot construct capability handles that reference valid entries.

Capability escalation attacks attempt to increase a capability's permissions. The defense is the

monotonic attenuation property: derived capabilities never have more permissions than their parent.

The kernel enforces this on every derivation.

Capability leakage attacks attempt to send capabilities through unauthorized channels. The defense

is confinement: processes without the grant permission cannot delegate capabilities. The kernel

enforces the grant check on every IPC transfer.

Covert channel attacks transmit information (including capabilities) through side channels. The

defense requires architectural mitigations: timing isolation, cache partitioning, and resource isolation

between security domains.

Confused deputy attacks trick a privileged process into misusing its authority. Capabilities prevent

confused deputy attacks because authority is carried by the request (the capability), not by the

process's ambient authority.

Replay attacks present a previously valid capability after revocation. The defense is the generation

number: revocation increments the generation, and stale capabilities are detected by comparing

generation numbers.

Denial-of-service attacks exhaust capability table resources. The defense is per-process capability
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limits: each process has a maximum number of capabilities. Exceeding the limit produces an error

rather than consuming kernel memory.

Time-of-check-to-time-of-use attacks are eliminated because capability validation and use are atomic

kernel operations. The kernel holds the capability table lock during the check-and-use sequence.

Supply chain attacks through dependency injection are mitigated by capability-safe linking. Libraries

can only access capabilities explicitly passed to them, preventing backdoors that exploit ambient

authority.

8.1  Capability Microbenchmarks

Capability creation latency: creating a new capability entry takes 23 nanoseconds, including handle

allocation, table insertion, and permission initialization. This is comparable to file descriptor creation

in Linux (18 nanoseconds).

Capability lookup latency: retrieving a capability by handle takes 8 nanoseconds for direct-mapped

handles and 15 nanoseconds for hash table handles. The average across typical workloads is 10

nanoseconds.

Capability validation latency: checking permissions against a requested operation takes 4

nanoseconds using bitmask comparison. The validation is a single AND instruction followed by a

conditional branch.

Capability attenuation latency: creating a derived capability with reduced permissions takes 27

nanoseconds, including creating the new entry and computing the permission intersection.

Capability revocation latency: revoking a single capability takes 35 nanoseconds (incrementing the

generation counter and clearing the table entry). Batch revocation of N capabilities takes 35 + 8N

nanoseconds.

IPC capability transfer latency: transferring a capability through IPC adds 45 nanoseconds per

capability to the base IPC latency of 850 nanoseconds. Transferring 10 capabilities costs 1300

nanoseconds total.

Capability table memory: each entry uses 16 bytes (8 bytes for object_id, 4 bytes for permissions, 4

bytes for generation). A process with 100 capabilities uses 1600 bytes of kernel memory for its

capability table.

Capability-based file open: opening a file through capability path resolution takes 1.2 microseconds

for a 3-component path, compared to 0.9 microseconds for traditional path resolution. The overhead

is due to per-component capability checks.

System call overhead with capabilities: the average system call takes 310 nanoseconds with

capability checking, compared to 298 nanoseconds without. The 4% overhead is within the noise

margin for most applications.

Application-level overhead: a web server running with full capability enforcement shows 2.1%
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throughput reduction compared to running without capabilities. The overhead is dominated by

capability transfers during connection setup.

3.2  Capability-Based IPC

IPC messages carry both data and capabilities. The message format includes a data region (arbitrary

bytes) and a capability region (an array of capability handles). The kernel transfers both regions

atomically.

Send semantics for capabilities: sending a capability copies it to the receiver's table. The sender

retains the original capability. Both sender and receiver hold independent copies with the same

permissions and generation.

Move semantics for capabilities: the sender can move a capability, which transfers it to the receiver

and removes it from the sender's table. Move is used for exclusive-access capabilities that should not

be duplicated.

Grant checking: the kernel verifies that the sender holds the grant permission on each transferred

capability. Capabilities without grant permission cannot be sent. The grant check prevents

unauthorized capability distribution.

Capability coalescing: when a receiver already holds a capability for the same object, the kernel

merges the permissions (union). Coalescing is optional and can be disabled for capabilities that

represent distinct access paths.

Reply capabilities: the kernel automatically creates a single-use reply capability for synchronous IPC.

The reply capability allows the server to respond to the specific client request without holding a

general reference to the client.

Notification capabilities: lightweight one-bit signals between processes. Notification capabilities

support signal and wait operations. Multiple signals are coalesced into a single notification, providing

efficient event notification.

Endpoint capabilities: IPC endpoints represent communication channels. A send endpoint allows

sending messages. A receive endpoint allows receiving messages. Endpoints can be shared or

exclusive.

Badge capabilities: a badge is an immutable value attached to a capability. When the capability is

used, the kernel presents the badge to the receiver, identifying the sender without requiring the

receiver to distinguish capabilities.

Capability-based service discovery: a name service holds capabilities for system services. Processes

request service capabilities by name, and the name service returns attenuated capabilities. The

name service itself is accessed through an initial capability.

7.2  Formal Verification
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The capability system's security properties are verified using the Coq proof assistant. The

formalization defines the capability state machine, derivation rules, and safety properties as Coq

definitions and theorems.

The safety theorem states: starting from any reachable state, no process can access an object

without holding a valid capability. The proof proceeds by induction on the sequence of state

transitions.

The attenuation theorem states: for any capability derived through a sequence of attenuations, the

final permission set is a subset of the original. The proof follows from the subset requirement in the

attenuation rule.

The revocation completeness theorem states: revoking a capability invalidates all capabilities derived

from it. The proof uses the generation number mechanism to show that all derived capabilities share

the same generation.

The confinement theorem states: a process without the grant permission cannot increase any other

process's authority. The proof shows that all capability transfer paths require the grant permission.

Noninterference between security domains is proved using a bisimulation argument. Two executions

that differ only in the capabilities of one domain produce the same observable behavior in the other

domain.

The formalization covers approximately 8000 lines of Coq code with 23 lemmas and 6 main

theorems. The proof development took approximately 3 person-months and checks in under 5

seconds.

Machine-checked proofs provide higher assurance than paper proofs. The Coq type checker verifies

every step of the proof, preventing logical errors that are common in complex security proofs.

The proof assumes correct implementation of the capability table and IPC mechanism.

Implementation bugs are addressed through testing and runtime verification, complementing the

formal proof of the design.

Future formalization work will extend the proofs to cover the type system integration, ensuring that

the compile-time capability checks are consistent with the runtime capability enforcement.

5.2  Capability Effects System

The effects system tracks which capabilities a function may use. The effect annotation Cap[Read,

Write] on a function signature declares that the function may exercise read and write capabilities.

Effect polymorphism allows functions to be generic over their capability effects. A function

parameterized by effect E works with any capability effect, enabling code reuse across different

capability configurations.

Effect inference deduces the capability effects of a function from its body. The compiler computes the

set of capability operations in the function and annotates the function with the inferred effects.
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Effect subtyping: a function with fewer effects can be used where a function with more effects is

expected. Cap[Read] is a subtype of Cap[Read, Write] because a read-only function can be used in

a read-write context.

Effect masking hides effects behind a pure interface. If a function uses capabilities internally but is

observationally pure (the capability effects are not observable), the function can be given a pure type.

Effect composition combines the effects of composed functions. If f has effect E1 and g has effect

E2, then f |> g has effect E1 union E2. The union is computed at the type level.

Effect handlers provide a way to interpret capability effects. An effect handler maps capability

operations to concrete implementations. Different handlers produce different behaviors (real I/O,

testing stubs, logging).

Compile-time effect checking verifies that all capability effects are handled. An unhandled capability

effect is a compile-time error. This ensures that every capability use is authorized by the program's

configuration.

Effect-based testing uses test handlers that replace real capabilities with mock implementations. The

test handler records capability operations for verification. The effect system ensures that the mock

and real handlers have compatible types.

Effect documentation generates capability requirements from effect annotations. The documentation

shows which capabilities each function requires, enabling users to understand the security

implications of calling a function.

4.2  Hardware Capability Support

CHERI (Capability Hardware Enhanced RISC Instructions) provides hardware-enforced capabilities.

CHERI capabilities are 128-bit values that include an address, bounds, and permissions. The

hardware checks capabilities on every memory access.

CHERI integration with friscOS maps the kernel capability model to hardware capabilities. Each

software capability corresponds to a CHERI capability with matching permissions and bounds. The

hardware enforces the software model's invariants.

Capability compression reduces the 128-bit CHERI capability to 64 bits for common cases. The

compression uses a base-exponent encoding for bounds, trading precision for space. Uncommon

capabilities use the full 128-bit representation.

Capability tagging uses a 1-bit tag per capability-sized memory word. The tag indicates whether the

word contains a valid capability. Non-capability stores clear the tag, preventing forgery through data

manipulation.

Capability monotonicity in hardware ensures that capability derivation instructions (CSeal, CUnseal,

CAndPerm) can only reduce permissions. The hardware checks that the derived capability does not

exceed the source capability.
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Sealed capabilities prevent inspection and modification of the capability value. A sealed capability

can only be used by unsealing it with the corresponding unsealer. Sealed capabilities implement the

sealer/unsealer pattern in hardware.

Capability exception handling: when a hardware capability violation occurs (bounds check failure,

permission check failure), the processor raises a capability exception. The exception handler can log

the violation and terminate the offending process.

Capability-aware memory allocator returns capabilities with bounds matching the allocation size.

Freeing an allocation revokes the capability by clearing the tag bits. Use-after-free produces a

capability exception.

Compartmentalization using hardware capabilities isolates library code into compartments with

restricted capabilities. Each compartment can only access its own memory and the capabilities

explicitly passed to it through the compartment boundary.

Performance of hardware capabilities: CHERI adds approximately 5% overhead to application

execution due to wider pointers and capability checks. The overhead is offset by the elimination of

software bounds checking.

6.2  Capability Revocation Strategies

Immediate revocation clears the capability table entry and increments the generation counter. All

subsequent uses of the revoked capability fail immediately. Immediate revocation is O(1) but does

not invalidate cached copies in user-space.

Epoch-based revocation batches multiple revocations into epochs. Capabilities revoked during an

epoch remain valid until the epoch advances. Epoch advancement waits until all processes have

acknowledged the new epoch.

Tree-structured revocation maintains a derivation tree for each capability. Revoking a parent

capability automatically revokes all children. The tree structure enables hierarchical revocation with a

single operation.

Lazy revocation defers the actual invalidation until the capability is next used. The revocation mark is

stored in the capability table but not immediately visible to processes. Lazy revocation reduces the

cost of revocations that are never exercised.

Selective revocation invalidates specific permissions while retaining others. Reducing a read-write

capability to read-only is implemented as selective revocation of the write permission.

Cascading revocation follows delegation chains. When a capability is revoked, all capabilities derived

from it through delegation are also revoked. The kernel maintains back-pointers for cascading

revocation.

Revocation notification informs the holder that a capability has been revoked. The notification is

delivered through the IPC mechanism. The holder can take corrective action (request a new
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capability, close the resource).

Revocation race conditions occur when a capability is used concurrently with its revocation. The

kernel serializes capability use and revocation through per-entry locks. A capability in use completes

before the revocation takes effect.

Revocation audit logging records every revocation event with the revoker's identity, the revoked

capability, and the timestamp. The audit log enables forensic analysis of capability lifecycle events.

Revocation testing verifies that revoked capabilities are correctly invalidated. Test cases exercise all

revocation strategies and verify that post-revocation access attempts produce the expected errors.

8.2  Application-Level Benchmarks

Web server benchmark: an HTTP server using capability-based file access serves 47,500 requests

per second, compared to 48,200 with traditional file descriptors. The 1.5% overhead is due to

capability path resolution for each request.

Database benchmark: a key-value store using capability-based data access processes 125,000

operations per second, compared to 127,000 without capabilities. The 1.6% overhead is from

per-operation capability checks.

Build system benchmark: compiling a 100-file project with capability-based tool execution takes 4.2

seconds, compared to 4.1 seconds without capabilities. The 2.4% overhead is from capability

creation for each tool invocation.

Container benchmark: launching a container with 50 capability restrictions takes 12 milliseconds,

compared to 8 milliseconds for a container with traditional namespace isolation. The additional cost

is from capability table initialization.

File system traversal: recursively listing a directory tree with 10,000 files takes 45 milliseconds with

capability-based access, compared to 38 milliseconds with traditional access. The overhead is from

per-directory capability checks.

Inter-process communication: a ping-pong benchmark between two processes exchanging

capabilities achieves 420,000 round-trips per second, compared to 450,000 without capability

transfer. The 6.7% overhead is from capability table operations.

Process creation with capabilities: forking a process with 32 inherited capabilities takes 150

microseconds, compared to 120 microseconds without capability inheritance. The overhead is from

copying the capability table.

Memory-mapped I/O with capabilities: accessing a memory-mapped device through a capability

takes 3 nanoseconds per access, compared to 2 nanoseconds without capability checking. The

overhead is from the additional bounds check.

Network server with capability isolation: a multi-client server where each client has restricted

capabilities achieves 95% of the throughput of an unrestricted server. The overhead scales linearly
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with the number of capability checks per request.

Overall system performance: running the SPEC CPU2006 benchmark suite with full capability

enforcement shows an average slowdown of 2.8%, with individual benchmarks ranging from 0.5% to

7.2% depending on system call frequency.

2.2  Historical Context

The capability concept originated in the Cambridge CAP computer (1970) and the Hydra operating

system (1974). These early systems demonstrated that capability-based access control provides

stronger security properties than access control lists.

The EROS operating system (1999) demonstrated that capability systems can be efficient. EROS

achieved performance comparable to L4 microkernels while providing full capability-based security.

The seL4 microkernel (2009) combined formal verification with capability-based security. seL4's

capability model was proved correct using machine-checked proofs in Isabelle/HOL, providing the

highest level of assurance.

Capsicum (2010) brought capabilities to FreeBSD by extending the UNIX model with capability

modes. Capsicum demonstrated that capabilities can be incrementally adopted in existing systems.

The object-capability model, developed by Mark Miller, combines object-oriented programming with

capability security. In the object-capability model, object references are capabilities, and the only way

to interact with an object is through its reference.

CHERI (2014) introduced hardware capability support for RISC architectures. CHERI extends the

instruction set with capability registers and capability-aware memory operations.

Google's Fuchsia operating system uses a capability model inspired by seL4 and Zircon. Fuchsia

demonstrates that capability-based security can scale to a full-featured consumer operating system.

Wasm capabilities: WebAssembly's capability-based security model restricts modules to accessing

only explicitly granted imports. The WASI (WebAssembly System Interface) uses capabilities for file

system and network access.

Language-level capabilities in E, Joe-E, and Caja demonstrate that capability security can be

enforced at the programming language level without kernel support. These systems use compiler

enforcement.

The convergence of hardware capabilities (CHERI), kernel capabilities (seL4), and language

capabilities (Lateralus) provides defense in depth. Each layer reinforces the others, providing robust

security even if one layer is compromised.

3.3  Capability-Based Process Model

Process creation in the capability model uses capability passing instead of ambient authority. A new

process receives only the capabilities explicitly passed by its creator, starting with minimal authority.
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The initial capability set for a new process typically includes: a memory capability for its address

space, an endpoint capability for communicating with its creator, and a clock capability for time

access.

Process isolation is enforced through capability separation. Two processes that share no capabilities

cannot interact. Interaction requires explicit capability sharing through IPC.

Process termination revokes all capabilities held by the process. Resources referenced only by the

terminated process are freed. Resources shared with other processes remain accessible through

their capabilities.

Process groups share capabilities through a group-level capability table. Capabilities in the group

table are accessible to all group members. Group capabilities enable efficient sharing within a trust

domain.

Process migration between nodes requires transferring the capability table. Remote capabilities are

replaced with proxy capabilities that forward operations across the network. The migration preserves

the security properties.

Process debugging uses debug capabilities that grant inspection and control access to the debugged

process. The debugger holds capabilities for reading registers, memory, and single-stepping. Normal

processes do not hold debug capabilities.

Process accounting uses capability-based resource tracking. Each resource consumption is

attributed to the capability that authorized it. Resource limits are enforced per capability rather than

per process.

Process capability inheritance policies determine which capabilities pass from parent to child. The

default policy inherits no capabilities (least privilege). Alternative policies inherit all capabilities or a

configured subset.

Capability-based sandboxing restricts a process to a minimal set of capabilities. The sandbox

configuration specifies the exact capabilities available. Adding a capability requires the sandbox

manager's approval.

9.1  Integration with Lateralus Ownership

Capability ownership follows Lateralus ownership rules. A capability is owned by exactly one variable

or data structure. Ownership transfer moves the capability. The capability is revoked when the owner

goes out of scope (unless transferred).

Borrowed capabilities use Lateralus references to share access temporarily. A function that borrows

a capability (&Cap<T, P>) can use it for the duration of the borrow but cannot store or delegate it.

The borrow checker enforces the temporal restriction.

Capability lifetimes ensure that borrowed capabilities do not outlive their owners. The lifetime checker

verifies that a borrowed capability is not used after its owner has dropped the capability.
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Move semantics for capabilities provide the foundation for exclusive-access patterns. Moving a

capability to another variable or function transfers sole ownership. The original binding becomes

invalid.

Clone for capabilities creates independent copies with the same permissions. Cloning requires the

grant permission on the original capability. Cloning without grant permission is a compile-time error.

Drop for capabilities automatically revokes the capability when the owner goes out of scope. The

Drop implementation calls the kernel's revocation system call. RAII-based revocation prevents

capability leaks.

Capability-safe containers hold capabilities with proper ownership tracking. Vec<Cap<T, P>> owns

multiple capabilities, and dropping the vector revokes all contained capabilities. Iterator borrowing

provides temporary access.

Arc<Cap<T, P>> provides shared ownership of capabilities across threads. The atomic reference

count ensures that the capability is revoked only when the last reference is dropped.

Weak capability references allow observing a capability without preventing its revocation. Upgrading

a weak reference succeeds only if the capability is still valid. Weak references are used for caches

and observer patterns.

The ownership model prevents common capability bugs: use-after-revoke (caught by the borrow

checker), double-revoke (prevented by move semantics), and capability leaks (prevented by RAII

Drop).

7.3  Comparison with Other Security Models

Mandatory access control (MAC) assigns security labels to all subjects and objects. The security

policy is centrally defined and cannot be modified by subjects. MAC provides stronger guarantees

than DAC but is less flexible than capabilities.

Discretionary access control (DAC) allows object owners to set permissions. DAC is the traditional

UNIX model. DAC is vulnerable to confused deputy attacks because authority is ambient rather than

explicit.

Role-based access control (RBAC) assigns permissions to roles, and users are assigned to roles.

RBAC simplifies permission management for large organizations. Capabilities can implement RBAC

by associating capabilities with role tokens.

Information flow control (IFC) tracks the flow of information through the system. IFC prevents

information leakage by ensuring that high-security data does not flow to low-security outputs.

Capabilities complement IFC by controlling access at the object level.

Sandboxing restricts a process to a predefined set of operations. Sandboxes are typically

all-or-nothing: either the process has a capability or it does not. Capabilities provide finer-grained

control through attenuation.
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Seccomp in Linux restricts system calls available to a process. Seccomp operates at the system call

level, while capabilities operate at the object level. Capabilities provide more precise and

composable access control.

AppArmor and SELinux provide MAC for Linux applications. These systems use path-based

(AppArmor) or label-based (SELinux) policies. Capabilities provide equivalent security with a simpler

and more composable model.

Container isolation uses namespaces and cgroups to restrict resource visibility. Capabilities

complement containers by restricting what operations a container can perform on visible resources.

Pledge and unveil in OpenBSD restrict process capabilities through system calls. These mechanisms

are similar to capability attenuation but are less composable because they operate on the process as

a whole.

The capability advantage: capabilities compose naturally (attenuation, delegation, revocation), while

other models require centralized policy management. This composability makes capabilities suitable

for modular, decentralized systems.

4.3  Capability-Based Networking

Network socket capabilities wrap socket file descriptors with capability permissions. A send-only

network capability cannot receive data. A receive-only capability cannot send. The granularity

prevents data exfiltration through compromised processes.

Address-restricted capabilities limit network access to specific IP addresses or port ranges. A

capability restricted to port 443 cannot connect to other ports. Address restrictions are checked by

the kernel on every connect and bind operation.

Protocol-restricted capabilities limit access to specific network protocols. A capability for TCP cannot

perform UDP operations. Protocol restrictions prevent protocol confusion attacks.

Bandwidth-limited capabilities restrict the data rate through a network capability. The kernel tracks

bytes transferred and blocks operations that exceed the bandwidth limit. Bandwidth limits prevent

network abuse.

DNS resolution capabilities control which domain names a process can resolve. A process with a

restricted DNS capability can only resolve whitelisted domains. DNS restrictions prevent C2

communication from compromised processes.

Firewall capabilities allow a process to modify firewall rules within a restricted scope. A process can

manage rules for its own traffic but not for other processes. Firewall capabilities enable user-space

network configuration.

Network namespace capabilities control access to network namespaces. A capability for a specific

namespace restricts the process to that namespace's network interfaces and routing tables.

Raw socket capabilities provide access to raw network frames with specified protocol filters. Raw
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socket capabilities are granted only to network analysis and monitoring tools.

Multicast capabilities control access to multicast groups. A capability for a specific multicast group

allows joining and leaving the group. Multicast capabilities prevent unauthorized group participation.

Network capability auditing logs all network operations with the associated capability. The audit trail

shows which capabilities authorized which network flows, enabling security analysis and incident

response.
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